GigE Vision cameras A DEWESoft’
NIC and PC setup

Recommended Network Interface Card and PC Setup for Gigk cameras

For the latest Gige camera plugin
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2. GigE Vision Network adapter and Switches

To achieve optimal performance with the GigE Vision device it is important to choose the right Network
Interface Card (NIC) that uses the PCI Express bus. To increase video streaming performance it's
recommended to choose Ethernet equipment with jumbo frames/packet support. The larger packet
size significantly reduces CPU cycles and overhead on the target PC which leads to better performance.

Recommended network adapter configuration:

Configure the network card to accept Jumbo Frames

Increase the Receive Buffers

Disable all connections on the network card except IPv4 and OptoStream GEV filter Driver
Disable or minimization Interrupt Moderation rate

Disable Flow control
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2.1. Jumbo frames

The jumbo frames/packet are Ethernet frames that are larger than 1500 bytes. Also your Ethernet
adapter must support a jumbo frame/packet larger than 9000 bytes. In most cases jumbo frames are
usually turned off by default network card setup and it needs to turn on manually.

On Microsoft Windows operating systems this can be accessed on the following way:

1. Open the Network Connections windows in the Windows Control Panel or execute “ncpa.cpl”, e.g.
press Windows key + R, then type “ncpa.cpl” and press enter

2. Right-click the network adapter that is used with your camera and choose Properties
The Properties window opens

3. Click Configure button
The configuration windows of the network driver opens

4. Click Advanced

5. Set the Jumbo Frames* property to its maximum value (Image 1)

TMIT10P 10GBase-T/MBASE-T Ethernet Adapter #4 Properties ot

General Advanced Drver Details Events Power Management

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
on the right.

Property: Walue:

“MumaModeld A 9014 w
Baze RSS processor :
Enable Qo5 {IEEE 802.1q) Cffload
|Pvd Checksum Cffload

Jumbo Frames

Link Speed

Locally Administered MAC Address
Maximum Mumber of B55 Queues
MinRx Descriptors

Mumber of RX descriptors

Mumber of TX descriptors

Receive Side Scaling

R55 load balancing profile

Fa Buffer Size hd

Cancel

Image 1: Jumbo Frames
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2.2. Receive Buffers

A Receive Buffers parameter is the size of system memory that can be used by the network adapter for
received packets, which can be increased to help improve the high-bandwidth Ethernet performance.

On Microsoft Windows operating systems this can be accessed on the following way:

1. Open the Network Connections windows in the Windows Control Panel or execute “ncpa.cpl”, e.g.
press Windows key + R, then type “ncpa.cpl” and press enter

2. Right-click the network adapter that is used with your camera and choose Properties
The Properties window opens

3. Click Configure button.
The configuration windows of the network driver opens

4. Click Advanced

5. Set the Rx Buffer Size property to its maximum value (Image 2)

THYT10P 10GBase-T/MBASE-T Ethernet Adapter #4 Properties >

General Advanced Drver Details Events Power Management

The following properties are available for this network adapter. Click
the property you want to change on the left. and then select its value
on the right.

Property: Value:

Locally Administered MAC Address |zm3| =]
Maximum Mumber of R55 Queues

MinFx Descriptors

Mumber of RX descriptors
Mumber of TX descriptors
Receive Side Scaling
RS5 load balancing profile

R Descriptars Fifo Size

Rx Free Fifo Size

R Intermupt Coalescing Timer (sec
Fx Packet Count Threshold in 128
R Packs Per Intermupt

TCP Checksum Offload {IPv4) &

Cancel

Image 2: Receive Buffers
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2.3. Disable Unused Network Clients

It is recommended to disable network clients that are not required for GigE Vision. Disabling these
unused network clients can improve GigE performance.

On Microsoft Windows operating systems this can be accessed on the following way:

1. Open the Network Connections windows in the Windows Control Panel or execute “ncpa.cpl”, e.g.
press Windows key + R, then type “ncpa.cpl” and press enter

2. Right-click the network adapter that is used with your camera and choose Properties
The Properties window opens

3. Disable all network connection on the network card except IPv4 and OptoStream GEV filter
Driver

U Ethernet 6 Properties >

Metworking  Sharing

Connect using:

I? THF710P 10GBase-T/NBASE-T Bthemet Adapter H2

This connection uses the following items:

] EAyMware Bridge Protocol A
O ’:]? File: and Printer Sharing for Microsoft Networks

= OptoStream GEY Fitter Driver
(] ¥ Npcap Packet Driver (NPCAP)

(] %MQoS Packet Scheduler

4 Intemet Protocaol Version 4 (TCP/IPv4)

O 2 Microsoft Network Adapter Multiplexor Protocal W
£ >

Imstall... Lininstall Properties
Description

MNDI56 GigE Vision Fitter Driver

QK Cancel

Image 3: Disable Unused Network Clients
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2.4, Interrupt Moderation Rate

To get the lowest possible latency of the data transmission, it is recommmended to disable Interrupt

Moderation Rate. Disabling Interrupt Moderation Rate can cause increased CPU utilization and a lower
PC performance.

On Microsoft Windows operating systems this can be accessed on the following way:

1. Open the Network Connections windows in the Windows Control Panel or execute “ncpa.cpl”, e.g.
press Windows key + R, then type “ncpa.cpl” and press enter

2. Right-click the network adapter that is used with your camera and choose Properties
The Properties window opens

3. Click Configure button
The configuration windows of the network driver opens

4. Click Advanced

5. Setthe Interrupt Moderation Rate* property to its maximum value (Image 4)

Intel(R) Ethernet Connection (2) [219-V Properties -

General Advanced Drver Details Everts  Power Management

The faollowing properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
an the right.

Property: Walue:

Adaptive Inter-Frame Spacing A Off v
Enable PME

Energy Efficient Bthemet
Flow Cartrol

Gigabit Master Slave Mode
Intermupt Moderation

Intermupt Moderation Rate

|Pv4 Checksum Cffload

Jumbo Packet

Large Send Offload V2 {IPv4)

Large Send Cffload W2 (IPvE)
Legacy Switch Compatibility Mode
Link Speed Battery Saver

Locally Administered Address hd

Cancel

Image 4: Interrupt Moderation Rate

MODULE V21-1 712



MODULE

SOFTWARE USER MANUAL A DEWESOft®

2.5. Flow control

Disabling Flow control should reduce timeouts and improve data throughput.
On Microsoft Windows operating systems this can be accessed on the following way:

Open the Network Connections windows in the Windows Control Panel or execute “ncpa.cpl’, e.g.
press Windows key + R, then type “ncpa.cpl” and press enter

Right-click the network adapter that is used with your camera and choose Properties
The Properties window opens

3. Click Configure button

The configuration windows of the network driver opens
4. Click Advanced

5. Set the Flow control* property to off (Image 5)

Intel(R) Ethernet Connection (2) 1219-V Properties x

General Advanced Drver Detals Events Power Management

The following properties are available for this netwark adapter. Click
the property you want to change on the left, and then select its value

on the right.

Property: Value:

Adaptive Inter-Frame Spacing ~ Dizabled b
Enable PME

Energy Efficient Ethemet

(Gigabit Master Slave Mode

Imtemupt Moderation

Imtermupt Moderation Rate

|Pv4 Checksum Cffload

Jumbo Packet

Large Send Offload V2 {IPv4d)

Large Send Offload V2 {IPvE)
Legacy Switch Compatibility Mode
Link Speed Battery Saver

Locally Administered Address W

Cancel

Image 5: Disabling Flow Control

Important

Depending on the network adapter model, the parameter names of your network adapter may
differ. The way to set the parameters may differ and some parameters may not be available.
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3. Recommended PC settings

3.1. Power optimization

To get best performance of your PC it's recommmended to change a Power plan from Balanced to High
Performance.

On Microsoft Windows operating systems this can be accessed on the following way:
1. Open the Power Options windows in the Windows Control Panel or execute “powercfg.cpl”, e.g.

press Windows key + R, then type “powercfg.cpl” and press enter
2. Change Power Option property to High performance (Image 6)

Choose or customize a power plan

A power plan is a collection of hardware and system settings (like display brightness, sleep, etc.) that manages
how your computer uses power. Tell me moere about power plans

Preferred plans
Balanced (recommended) Change plan settings
gep

Automatically balances performance with energy consumption en capable hardware,

(@ High performance Change plan settings
Favors performance, but may use more energy.

Hide additicnal plans

(") Power saver Change plan settings

Saves energy by reducing your computer's performance where possible,

Image 6: Power plan
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3.2. Firewall

Is not necessary to turn off the Windows Firewall, the Camera can be fully operational except in some
cases like: you can get a Pop up Windows Security Alert permission request, Image stream can be

unstable. Therefore, It's recommended to turn off Windows firewall for connections with the GigE
cameras.

On Microsoft Windows operating systems this can be accessed on the following way:

1. Open the Windows Firewall windows in the Windows Control Panel or execute “firewall.cpl”, e.g.
press Windows key + R, then type “firewall.cpl” and press enter

2. Inthe left panel click on Turn Windows Firewall on of off
The Customize Settings window opens

3. Inthe Customize Settings window click Turn off Windows Firewall (not recommended) (Image 7)

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use,
Private network settings
g () Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps
Motify me when Windows Defender Firewall blocks a new app

g (® Turn off Windows Defender Firewall (not recommended)

Public network settings
g () Turn on Windows Defender Firewall
Block all inceming connections, including those in the list of allowed apps

Motify me when Windows Defender Firewall blocks a new app

e (® Turn off Windows Defender Firewall (not recommended)

Image 7: Windows Firewall
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3.3. DPC latency

Check your DPC latency on PC, recommmended software is LatencyMon (Image 8)

(www.resplendence.com/latencymon). If there exists a driver that takes longer execution time than

normal to process, it may prevent other drivers from being processed in time. The worst case is that it

can cause that OptoStream GEV filter Driver from responding time and can cause packet lost. The

Highest execution time should be less than 10 ms (Image 9)

f=, LatencyMon (Home Edition ] v 6.71 - http://www.resplendence.com

File Edit Tooks Help
= &0hle

Main Stats Processes | Drivers | CPUs

Your system is being analyzed for suitability of real-time audio and other tasks.
Time running (h:mm:ss): 0:02:37

Your system appears to be suitable for handling real-time audic and other tasks without dropouts.

Current measured interrupt to process latency (ps): 86,40
Highest measured interrupt to process latency (ps): 316,60

Highest reported ISR routine execution time (ps): 137,041667 (dxgkrnl.sys - DirectX Graphics Kernel, Microsoft Corporation)
Highest reported DPC routine execution time (ps): 309,417166 (ndis.sys - Network Driver Interface Specification (NDIS), Microsoft Corporation)
Reported total hard pagefault count: 1525

Time running: 0:02:37 (h:mme:ss)

Image 8: LatencyMon

[ LatencyMen (Home Edition ) v 6.71 - http://www.resplendence.com - m} X
File Edit Taolz Help
= 8hle
Main Stats Processes || Drivers | CPUs
Driver file Description ISR count  DPC count Highest execution (ms) Total execution (ms) *
ndis.sys Network Driver Interface Sp... 0 9279736 0,309417 39720,300903
dxgkrnl.sys DirectX Graphics Kernel 15274 9815 0,162580 379,825596
Wdf01000.5ys Kernel Mode Driver Framew... 5073 5070 0,156116 105,393725
tcpip.sys TCP/TP Driver 0] 1822 0,1490 16,780224
netbt.sys MBT Transport driver 0 6 0,116041 0,313060
nviddmkm.sys NVIDIA Windows Kernel Mod... 0O 18899 0,111324 127,596903
ntoskrnl.exe NT Kernel & System 0 42517 0,096148 189,853572
storport.sys Microsoft Storage Port Driver 0 6162 0,058644 36,889301
CLASSPNP.SYS SCSI Class System DIl 0] 249 0,055578 0,583386
wiphwfs.sys WFP NDIS 6.30 Lightweight ... 0 174 0,047906 0,301229
rdbss.sys Redirected Drive Buffering S... 0 18 0,047653 0,078925
HDAudBuUS.5y's High Definition Audio Bus Dri... 766 762 0,045658 §,059383
iaStorAC.sys Intel(R) Rapid Storage Tech... 0 986 0,045146 5,236496
afd.sys Ancilary Function Driver for ... 0 8931 0,040280 10,836377
stornvme.sys Microsoft NVM Express Stor... 0 6775 0,039875 7,230883
rspLLLG64.sys Resplendence Latency Monit... 0 626707 0,039271 289,264840
dxgmms2.sys DirectX Graphics MMS 0] 632 0,004338 0,718425
Ntfs.sys NT File System Driver 0 34 0,003145 0,044589
Ndu.sys Windows MNetwork Data Usa... 0 9 0,001447 0,004617
VMx86.5ys WMware kernel driver 0 18 0,000798 0,009620
rdyboost.sys ReadyBoost Driver 0 1 0,000395 0,000395
Beep.SYS BEEP Driver 0] 0 0] 0] 9
el e M n " n ~
Time running: %:04:16 (h:mmiss)

Image 9: Highest execution time
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4. Documentation version history

V21-1 2021-04-18 Initial version of document (MP)
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